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Example Trigger Flow in BIOS 



Power-On/Resume BIOS Entry 
point 
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BIOS Initializes / Tests Platform 







BIOS Checks Pre-OS Policy 
Record for Approved "Trigger ' 
Mechanisms 
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BIOS Collects data from specified 
trigger sub-systems 
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Is There a Trigger event? 



NO 
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Continue to Boot the 
Operation System 



YES 



Based on policy, store the trigger in 
an OS readable location 

(e.g., in protected storage) 
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Based on policy, act on the trigger 
immediately. Use modem, Internet, 
Wireless, etc. to connect to trigger 
event reporting facility 
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Example Trigger flow in OS 



OS Loads and 
Initializes 



Load Trigger Event 
Driver/Application 
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Get Trigger Policy 

Record ? 
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Check Trigger Info 
location 



Action Required? 



NO 
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YES 



Based on policy, store the trigger in 
an OS readable location 

(e.g., in protected storage) 
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Set trigger monitoring 
mectianism (time, 
Interrupt, Sys Mgmt 
Interrupt, etc.) 



Based on policy, act on the trigger 
immediately. Use modem, Internet, 
Wireless, etc. to connect to trigger 
event reporting facility 
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FIG. 5 





